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It is the start of a new year
and a good time to take
stock and think about
change. I have spent time
considering what I would
like to change personally or
professionally to improve or
enhance my life. Things like
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education, exercise and better nutrition all came immediately to mind. As I was making resolutions
in those categories, I realized I should also
take a hard look at my electronic security practices. Am I being as smart with my digital life
as I am trying to be with my personal and professional life? Does this area too need a tuneup?
The threats each of us face due to the ubiquity
and prevalence of the internet are increasing at
an exponential rate. Everything is connected:
My car, my phone, my tablet, the Xbox…
Each new electronic thing that connects to the
internet creates yet another risk, yet another
threat. Keep this in mind- if it connects, it can
be compromised. My husband and I installed
security cameras around our home which can
be monitored from a “secure” website. I confess, whenever I get home, I look at them
askance wondering in the back of my mind,
who else may be monitoring my comings and
goings.
So, how can you evaluate your digital practices
and what would make good digital New Year’s
resolutions? While this is a subject I can and
have discussed for entire semesters, here are a
few things to consider:

I.

Do you have a solid handle on what in
your home connects to the internet and
whether or not you truly need it to? Laptops, computers, phones, tablets, printers,
toys, cameras, appliances, cars, iPods,
game consoles… the list is endless. How
many of those things have cameras built
in? How many of those built in cameras
do you actually use? Do not connect
something to your home Wi-Fi just because it can connect. Think through
whether or not you actually need it to. If
you do not, disconnect it. Also, if it has a
built in camera that you do not use or
rarely use, place a small piece of electrical
tape or post-it note over it. It is a cheap
and easy way to ensure your privacy. If
someone compromises the camera, they
will only see the back side of the post-it.
Makes for boring viewing.

II. Do you have a solid understanding of
what apps are installed on your tablets
and phones? Why are those apps there?
What do they do? Do you really trust
them? Malicious apps are becoming more
and more prevalent. Statistics on the
sheer number of malicious apps for both
iPhones and android devices are staggering. Added to that is the growing likelihood that even if an app is not malicious,
it may be poorly written and easily compromised. Companies are racing to develop apps for their customers and in the
race, they are short cutting good development practices. These shortcuts are bad
news for your security. If you do not need
the app, delete it or disable it.

III. Do you have a solid understanding of what your children are
doing online? What apps do they use? What pictures do they
take and send to their friends via Facebook, snapchat or one
of the other myriad of apps? Are they sharing their phone
numbers or locations? If your answer to any of those questions is “I don’t know,” consider a monitoring app such as
Norton Family. There are tools available to help parents control and keep on top of what their children are doing online. I
recently had this conversation with a colleague without realizing her teenage daughter was sitting about ten feet away. As I
was leaving, her daughter shot me the look of death. Hint:
You are not supposed to know about these tools.

IV. Does your phone automatically connect to Wi-Fi? Do you
know which networks it connects to? Do you know when it
connects? Think about this scenario: You go to Starbucks and
connect to their Wi-Fi network. Because you are a smart internet user and know better, you do not conduct any financial
business while on that network knowing that anyone else in
that Starbucks could be watching what you are doing. Your
phone remembers that network because that is what phones
do by default. Two weeks later, you visit a store next to a Starbucks in another part of town. Both Starbucks have their WiFi networks set up the same way (company standard), so your
phone automatically connects to that network without your
realizing it. While you are in the store, your wealth advisor
emails you asking you a sensitive financial question. You answer. Someone in the Starbucks next door intercepts your
email because they were watching your traffic. It happens all
the time. If your phone has Wi-Fi turned on, you are running
this risk. If you are not using it (read: out of the house, running errands, going to dinner etc.), go to settings and turn it
off. This will prevent your phone from connecting to networks without your knowing it and will reduce your risk dramatically.

V. When was the last time you changed your passwords? Can
you even remember? If the answer is longer than 3 months
ago or “ummmmm…”, change them. Remember the golden
password rules:


Use at least 4 buckets of passwords, where the passwords in
each bucket are COMPLETELY different from the passwords in the other buckets: social media, financial, email
and work. Email and social media passwords are the most
likely to be compromised. If those passwords are compromised, you do not want your financial world to be compromised as well.



Use strong passwords or phrases: 12+ characters incorporating 3 of the 4 major character types (small letters, capital
letters, numbers and symbols)



Do not share your passwords with anyone for any reason



Change passwords regularly



Consider a password vault. While nothing is guaranteed
secure, a password vault such as LastPass or LogMeOnce
may help you maintain unique passwords.

Finally, if you want to terrify yourself into
turning off everything electronic within a 2
mile radius and crawling under the covers to
stay, consider reading Future Crimes by Marc
Goodman. Once you’ve gotten over the initial
shock, there is a very useful appendix at the
end of the book that gives you pragmatic
things you can do to protect yourself and your
loved ones from the digital threats that are out
there. We at Market Street Trust Company take this threat landscape very seriously and do everything we can on our end to protect you. Please join us in a partnership to keep your electronic
information safe and secure!
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Part Four: Look Inward and Turn Outward
In the last few issues of The Advisor, I have laid
out the case for looking at your wealth as broadly
as possible, and to view your financial wealth as
being in service to your family’s human, intellectual, and social wealth. In other words, to look at
the primary assets of your family as being the
traits of the family members themselves, not the
financial wealth that can too often assume primaRachel Sherman,
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be the foundation of the house, with the human,
intellectual, and social wealth being the rooms
and decoration of the house. The rooms and their accoutrements
make the house feel like a home. True, the home may not last
without its foundation, and the attention needed to build and
maintain a strong foundation cannot be ignored. But the foundation is not the memorable feature of a house, and does not form
the meaning and the fond memories of the inhabitants. It is the
space in which they live, the people who fill those spaces, and the
belongings with which the people interact that forms most of the
value, enjoyment, and comfort of a home. So, too, are the nonfinancial wealth aspects of the family – forming most of the value,
enjoyment, and comfort in one’s life.

on towards “love and good deeds” (as the religious tradition I
ascribe to demands), and provide you with a compass calibrated
toward doing the things that are right and meaningful to you.
If you have not spent time exploring your spirituality, and deeply
held values, consider taking the time to do that. You may wish to
talk to a family member, clergy person, counselor, or other wise
and trained individual. You may wish to read scripture, poetry,
philosophy, or other great texts. One resource I like for those
who are asking questions about how to have healthy relationships
in the context of wealth and inheritance is Beyond Gold: True Wealth
for Inheritors by Thayer Cheatham Willis. Willis is a licensed clinical
social worker and wealth counsellor who writes about the importance of the spiritual component in understanding one’s relationship with wealth and family. Willis counsels others to carefully
explore their belief system and commit to spiritual practice as a
way to develop a sense of security in life.

The “Spiritual Component” Underlying Family Wealth
While writing this series of articles, I have assumed something
about the reader that I wish to make express here. I assume that
the reader holds true certain beliefs that would make them want to
pursue wealth in its fullest sense, such as an unselfish concern for
the welfare of others (altruism), a modest estimate of one’s own
importance in the universe (humility), and a deep appreciation for
the kindness and benefits that one has received either through
luck or hard work (gratitude).
Altruism, humility, and gratitude may flow from a person’s
“spirituality.” It is sometimes said that one should never talk
about money, religion, or politics in polite company. I have already transgressed this rule of etiquette, so I may as well wade in a
bit on spirituality. (I promise, at least, to keep politics off the table!) Although, in this context, spirituality does not exactly equal
religion. Instead, the question is, what is at the center of one’s life,
whether it is a long established religion or a belief set of your own
making, that gears one towards gratitude, humility, and altruism.

Jay Hughes, in Family Wealth, explains that
without a spirituality that reflects “truth,
beauty, goodness, community, and compassion,” along with a “reflection of love,” “a
family cannot succeed in preserving itself,
since its value system will fail and with that
failure will come its disintegration.” (Introduction p. xv). No matter the
tenor of your spirituality, it should spur you

What is Your Reaction?

My hope after reading this series of articles is that you are already
looking outward, well on your way to using your financial wealth
to foster the human, intellectual, and social capital of yourself and
your family. And I hope you are talking about this occasionally,
taking stock of this rich, rich source of wealth you and your family share. If this feels foreign to you, I hope that your curiosity is
raised such that you explore these ideas further on your own. Perhaps read some of the authors that I have cited or carry on discussions with your Wealth Advisor on these topics.
When people ask me what I do at Market Street, I tell them about
our holistic and integrated approach to wealth management. I tell
them about the cybersecurity and financial risks we help clients
mitigate. I tell them about the fiduciary standard we hold, placing
client interests ahead of our own. All this is extremely important
and valuable work. And yet I find myself with the biggest smile
on my face when I tell them about how we help our clients do
what many care about most, supporting their family’s overall wellbeing (for example, security, happiness, peace of mind, strong
relationships) both today, and for the generations to come. This,
to me, is wealth in its fullest sense.

Wise Words for Well-Intentioned Parents By: Thayer Willis, M.A., L.C.S.W.
What if our young family members could get out
in the world and figure out who they are? What
if they could figure out how they want to define
success and how to make it happen? What if
they could finish what they started and not quit
when the going gets tough?
So many times I have wondered, what if a particThayer Willis,
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easy money? What if he had needed to get out in
the world and make a life for himself? What if she had been raised
to believe she would need to work and that one of her most valuable privileges was the access to a great education? For some of us
the most difficult challenge we face is identifying our hopes and
dreams and then going after them. Starting can seem relatively
easy because many young people adopt their parents’ goals for
them as their own. Any journey pursuing goals can be a rocky
road because of the mettle required to persevere through the
rough times. It’s just too easy for young family members to bail
when there are no financial consequences. Add to this the expectations of parents who have unwittingly imposed their own
dreams onto these young adults and the stress can be overwhelming.
Perhaps the most challenging parenting skill of all is to let go, let
our kids find and define their own way. For parents, it just seems
so logical and expedient for the child to steward the family business, the family fortune or the family profession. But it may not
be the best fit for each individual offspring. In fact, family expectations and reactions to them often lead young family members to
failure. Yet there can be a silver lining.
It seems that we often discover the best of our talents and
strengths right after we are knocked down by life. In the cushioned life, cushioned by money, our best talents and strengths can
go untapped. No one gets knocked down by life willingly. No
parent would, in a calculated manner, arrange for this to happen
to their child. What if, with great discipline, we can allow life to
take its course without jumping in to rescue? In my experience,
this is the most difficult of all parenting skills. Even though parents know the benefits of working hard on your own to make it
through tough times, fighting the temptation to fix everything for
your child is so counterintuitive it is rare to find the parent who
manages it well.

Most parents don’t want to give kids too much too soon. It just
happens. When you have access to wealth and resources, it is the
most natural thing in the world to share them with your child.
Awareness of the dynamics of this giving is the first step to better
parenting.
So, what is a well-intentioned parent to do?
I.

Continue to build your awareness.

II. Co-parent with clarity and commitment.
III. Learn to say “no” and “later.”
IV. Resist the temptation to give in.
V.

Rest assured that your child will benefit by the same kinds
of opportunities that made you (or whomever in your family created the fortune) who you are.

VI. Instead of financial wealth, share your time, your curiosity,
your passion…anything but easy money.
Take heed from William Blake’s admonition in The Marriage of
Heaven and Hell, “The road of excess leads to the palace of wisdom.” This is one of his “Proverbs of Hell.” It appeals to our
desire to want to believe it. Wouldn’t it be great if it were true!?
But don’t be fooled. It is a “Proverb of Hell” for a good reason: it
is seductive, misleading and untrue. It is difficult to watch a loved
one struggle. What if we do not give in to our inclination to indulge in excess in an effort to relieve the young person’s pain in
the short run? What if we remember that in the long run their
excessive activities are leading our children away from wisdom?
What if we attain the delicate balance of encouraging our young
family members to become who they are led to be, while we take
on the responsibility of stewarding our own dreams and enterprises in ways that work best for everyone.

Thayer Willis is an internationally recognized author and expert in the area
of wealth counseling. Since 1990, she has specialized in helping people of all
ages handle the psychological challenges of wealth. A member of the founding
family of the multibillion-dollar Georgia-Pacific Corporation, Thayer offers an
insider's perspective on the privileges and tragedies that wealthy families face
on a regular basis. To read more, visit: www.thayerwillis.com.
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