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TODAY’S TECH-HEAVY WORLD: We are conducting more and
more of our lives electronically. Utility companies pressure us
to “stop receiving paper bills.” We check our bank account balances online. We make purchases from the comfort of our living
room. Every organization we deal with encourages us to “find
them online” or “download their app.” Cameras are digital and
taking a picture using actual film is quaint and antiquated. I routinely have three or more electronic devices on my person at all
times. This spans the generations. The digital age has even impacted how my grandparents live their lives. Whenever I visit
my grandfather (98 – yes, you read that right), he asks me to
help him with his computer because he tracks all his finances in
Quicken. I had the privilege and fun of helping my grandmother
buy an iPad. Ask me sometime, it’s a delightful story. Kids, too,
are not immune; even third graders are getting iPhones as gifts.
Turning to electronics has become the norm for so many of us.
We use our computers, laptops, smart phones and tablets to
organize, store and run our lives. The information on these devices has become precious to us. They hold our pictures, our
finances, our documents, our spreadsheets, our music. We are
less and less likely to have a back-up and would be truly traumatized if we lost them.
The unfortunate reality is that cyber criminals know this about
us and are exploiting it. They are counting on the fact that you
have stored things you care about electronically and have not
backed up that information in any meaningful way. They are
leveraging a type of malware called ransomware. Ransomware
works using the same technology that makes online banking
secure – encryption. Encryption is the technology that garbles
documents and internet traffic so that an unauthorized person
who may intercept it cannot read or “decrypt” the item. We at
Market Street Trust Company use it when we send you password protected files or save documents to your portals. Without the password, you cannot open, see or read the documents
or website.
HOW IT WORKS: With ransomware, a criminal will trick you into
activating their malware. That malware walks through every file

on your computer and garbles it, so your files are no longer
openable, usable or readable. The malware then goes another
step and looks for any connected or mapped drives. It not only
encrypts your local drive, but any drive you may have connected, such as thumb drives, external hard drives or networked file
servers. The criminal then sends you a message, such as the one
pictured above, telling you that you need to pay money, or a
ransom, to get the password or code to retrieve or decrypt your
files. This is bad enough for individuals, but can be devastating
for businesses. I have seen businesses lose every single file they
have to ransomware. These ransoms can be anything from a
couple hundred dollars to thousands or more. You are at the
mercy of the criminal. If your computer gets ransomware, you
have three choices:
1.

If you have backups, completely wipe the computer and
start over, using your backups.

2.

If you do not have backups, wipe the computer and start
from scratch.

3.

Pay the ransom and hope the criminal gives you the code.
The unfortunate reality is that by paying, you are encouraging the criminal by giving them exactly what they want with
no guarantee they will help you.

WHAT YOU CAN DO: The immediate question is how do I get
ransomware? The short answer is by unwary clicking. Clicking
on an infected link, opening an infected email or visiting an infected site are all ways to get ransomware. Hearing that, you
may be thinking, “well – that’s not helpful.” And you’d be right.
Your best approach with ransomware is to take steps to prevent
getting it in the first place, and to be prepared just in case. The
following are some suggestions taken from several articles listed
below as references:
•

Most Important: Make regular, complete backups of the
files you care about, and keep them in a safe place, not
connected to your computer. Ask yourself what files you
would need if the computer you have was completely gone
and make copies. Put them on a thumb drive or external
hard drive, or both, just in case. Then unplug the device and
lock it in a safe place. Put a reminder on your calendar to
refresh your backup regularly.

•

Use antivirus software and a firewall: Currently, these are
both built into Windows. Keep your PC and/or tablet antivirus up to date. Consider an antivirus for your mobile devices. For my own peace of mind, I run Norton on my cell
phone and it checks daily for malware or malicious apps. It
is available in both the Google Play store and the App Store.

•

•

Keep your systems and programs up to date: Apply available patches. Ransomware, like all malware, takes advantage of weaknesses in your computer, phone or tablet.
Patches and updates are designed to fix those weakness.
They cannot work if you do not apply them.
Be wary of everything you receive electronically: Criminals
use phishing to trick you into clicking on a link or navigating
to a website that has been infected with ransomware. As a
reminder:
•

Do not open files you are not expecting,

•

Do not click on links requesting personal information,

•

Avoid offers that seem too good to be true (they are),

•

Adopt a posture of skepticism – ask yourself, “does this
REALLY make sense?” before you click the link.

Our local contact with the FBI likes to say, “Pay attention to the
hairs on the back of your neck.” If it doesn’t feel right, it probably isn’t. Your Wealth Advisor can provide you with more specific information on Phishing if you are interested.
Ransomware is the electronic version of kidnapping, except in
this case, criminals are kidnapping your memories and your
files. Nothing will 100% protect you from becoming a victim.
Having protected, recent and complete backups will minimize
the damage this can cause. If you do get ransomware and you
have these backups, you can shrug your shoulders, wipe the
device, and move on, foiling the criminals best laid schemes
with minimal disruption to your life. If you do not have backups,
you will be in the difficult position of having to choose between
your digital life and letting the criminal win. Choose rather to
protect yourself. At Market Street Trust Company, we take this
threat very seriously and have a sophisticated, multi-layered
defense and back-up plans in place. If you have questions about
how to better protect your personal files, consult with your
Wealth Advisor.
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